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2. 1. ZEERTHIN

B M AREAIELL R
> — BN A

> —ANEYE GERD

> —HR 46 RE

> M WiFi K&k

> —REOZL GERD

> —HBUKMZE GER

> —/NMAPIN SR sk T
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WA R, EHRRHEANN.
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o H Y—-Ill OnlinX-.ll
§ ]
RELAY4- 2 GND
RELAY: [ revave ~|: RS232_RX1_DEBUG
M RS232_TX1_DEBUG
RELAY3- [ e o
RELAY3+ |-l ReLAY2-
RS232_RX2
RELAY2- E e { RS232_TX2
RELAY2+ RELAYT+ GND
RELAY1- : e coM3 «|: RS232_RX3
RELAY1+ = \?:inﬂ_m - RS232 TX3
Ne GND ] GND
- VDD_OUT_W |+ r g
o iR B com1|
VDD_OUT 5V B VDD_OUT_12v ) - 1| Rses2 RXG —
S aNo )| rzTa SHT10_SDA
GAD M R
ol o e e 8 SHT10SDL
VDD_OUT 9V ==h e - e g VDD_SHT10
GND = m ) -] cuD GND
VDD_OUT 12V
_OUT_ e RS485_A3
.-coms
::cbs b RS485_B3
1] ancs RS485_A2
GND o o2 [cowe 1T RS485_82
ADCT " Anct RS485_A1
-—-com -
:gcbe 2 v RS485_B1
= GND
ADCS5 g (== VDD _OUT 12V
GND = GND
ADC4 = TTL RX
ADC3 B comsH{ TTILTX
(<}
GND 548 GND
ADG2 2 DIt
ADC1 D12
GND pa— GND
VDD_OUT 12v 3 1 ol
D4
b3
@5

2.2. 1.

SIM R %%

SIM/UIM K2 T4k S LM Bk, BT SIM/UIM 06 2500k 1E 1 223 7 ek 31 Jo 2k
R PR b o R R

A IS E R IAEAE SIM/UIM A ZHRbsilE, AB& MR KRR, RN,
T EA A AN RE T REEA B LA

LRI e ORI SIM/UIM R IS5 1/ R, RAESE Y . SIM/UIM £ )88 ) § MK
BT SIM/UIM RAEH, SmAME, FFuhfRamaILL.

TERE: SIMREZTE R LHRMTEN MR, 238 SIMREUE.

2.2.2. BO®EE

REN i 5 A5 — > RS232 (coml) B IMENHEHL, WEOHTRAHEESE.
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2.2.3. HJERE
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AMITEEIRES e &t I, A ZUORIE IR AR e e (S0 /NT 300mV,  FFRf CrBE (] 5 s AN it

35V),

2.2.4. RBLE

RECAB A& IR T LRI, D AER 22307 Be ik 2R ) B RLS .
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WEE, DS S
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FEAMT R s
IR 45 RYIEHIBAT
System
K REANIEH
P GPS ZRINEI {7 &
GPS
D3 GPS A SR EIf B
b W& E B2
Online
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K WIFI R )8 H
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= WIFT 28
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LAN
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B=F SHECE (WEB)

FH — R I 2o 15025 1) LAN 0 R I P D) 10 3 8 5 Bl ) 28 A F i B T WL S5 8 ) 24 i i

BB MIBOA WIFT F5 5

Add: BT 4R = 2AF1444:27-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727




y iy A TR 25 B AR EARAATT

Top-iot
B Internet iXiRAS 4 (TCP/IPva) B x Ik x | B wamwas X
4 w0 sEEE RE = =i
F]
1PE, BN, FEEARE ERRER: .
FHEBRFBEL P IRE, ]
@ Realtek PCle GBE Family Controller 1Pv4 iR Internet
= 1Pv6 ik FREHIR
@ EFRE P I2AHO) RO R =
WERER TFIMRE (O): TSR 02:12:30

O ERTER IP #Bu(S):
I I:l ¥ Microsoft RIS i 1.0 Gbps
= Microsoft RESHIS4FIF TENLAES

|:| 8 QoS BIREITIET FEESE)..

 Internet HNYARA 4 (TCP/IPv4)

= 0 . Microsoft RESERESIEELIBNY

< Microsoft LLDP #HX3RaTER
@ EIENEIS DNS FRSS SRt (B) <« Internet XA 6 (TCP/IPV6)
~ SEERTHINEIURRES v
<

> YRR V-
I =
FEN)... EU) BiER)
1 148,168,822 I 44,427,812
I [

Internet ¥, HREY,
FEAEIE eSS DB, Smer) ©=m0) LHG)

TER

O fEFTERI DNS ARESREHIAE(E):

i

o

IRHATEAFSE(L) BERWV)--

= w= e . =0
W B B3R B B B TP 192, 168. 1. xxx  CHIIE I 28 3 [F) AN W BE ), 2t
192.168. 1. 212; FTHFIF W AS, MANBRIAEN 192.168. 1.1, #ENBEANT@E; AN
4 admin, ERIAZERD admin, FAME R, WHFAE:
« Cc  © w2 |[1921681.1)cgi-bin/luci
FEIEN

BRANBPSIEE,

DBz 0=

3.1. 8%

—HHH CEE, HT AR RGMRE EMEITIRE.

3.1.1. &%

BRERGMRIEE, WiE:
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=E :
5 RS
Wi
H|EE =5
EHBE =] router
VPN
. ieE RS 15910
D 22 SN 202008230062
B Nand Size 1g
. B 62.1.05
= bzt 2020-08-19 19:01:50
B itsetia) 2020-08-23 18:12:47 Sunday
EATESE 0h 10m 27s
FrgmeE 0.05, 0.06, 0.05
A=
EIFE
(90%)
iR [
(87%)
BEE (18456 kB / 248212 kB (3%) |
B [(508 kB / 248212 kB (0%) |

3.1.2.  M%

{78 WAN. LAN. WIFI. DHCP &M ZiRAs, .

K&
Wi
IPv4 WANSRZ £ XEte
usbo Mtk 100.96.206.49
FIREES: 255.255.255.252
X 100.96.206.50
MACHHE: ba:18:99:a7:02:93
DNS 1: 218.85.157.99
DNS 2: 218.85.152.99
Sl 0h Om 30s
o =527 ¢Bm
P LTE
SIM-EHTS: ON
IMEI: 357942050606138
: Bl
TEERS "=
EmsE [ sit638a(0%)
LANRZ
Pl 192.168.1.1
FHES 255.255.255.0
DHCPERSEE BB
MACHEaE 42:18:a0:95:16:79
& =E
DHCP%#
FiE IPv4-fhit MAC-itshit HaEm
RECHEREE.
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3.1.3. B{HR

M+ &H ARP. {HahEER S AR RS 2, Wl

hicl::E

ERTERER.

ARP
1Pv4-Hhit MAC-Hsht .in]
192.168.1.212 00-0e:c6:aaef 1 br-ian

EANAIRY4- RS

R n& IPyamR BER

wan 0.0.0.0/0 100.96.206.50 0

wan 100.96.206.48/30 0.0.0.0 0

lan 192.168.1.0/24 0.0.00 0
ERIAYIPY6-HERE

Rt R |Pys-Ra% TR

lan FD43:4693:852A:0:0:0:0:0/64 0:0:0:0:0:0:0:0/0 00000400

loopback FD43:4693:852A:0:0:0:0:0/48 0:0:0:0:0:0:0:0/0 TFFFFFFF

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

loopback 0:0:0:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000

loopback FD43:4693:852A:0:0:0:0:0 0:0:0:0:0:0:0:0/0 00000000

loopback FD43:4693:852A:0:0:0:0:1 0:0:0:0:0:0:0:0/0 00000000

lan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100

wan FF00:0:0:0:0:0:0:0/8 0:0:0:0:0:0:0:0/0 00000100

loopback 0:0:0:0:0:0:0:0/0 0:0:0:0:0:0:0:0/0 FFFFFFFF

3.1.4. R4 H=E

AT ERRGHE, BAAWEE. RAANRIHDIRE, Wil
RHERE

AT EEAT RIFFHS

Nov 2 22:03:32 dctd[12688]: bu=8.4,4 24 ¢6,43 b =
Nov 2 22:03:32 dctd[12688]: 4 - 1124803782,139.143646

Nov 2 22:03:32 dctd[12688]: i=0,1D=8 modbus data—139.143646 index=152

Nov 2 22:03:32 dctd[12688]: read modbus_data fd=5

Nov 2 22:03:32 dctd[12688]: modbus will write8,4,0,6b,0,2 0,8e

Nov 2 22:03:32 dctd[12688] read 9 from [Modbus]

Nov 2 22:03:32 dctd[12688]: bu=8,4,4,98,79,0,1

Nov 2 22:03:32 dctd[12688]: 4 - 104569,0.000000

Nov 2 22:03:32 dctd[12688]: i=1,1D=8 modbus data=104569.000000,index=152

Nov 2 22:03:32 dctd[12688]: row is 1, column is 2

Nov 2 22:03:34 dctd[12688]: voltage is 0.00

Nov 2 22:03:35 dctd[12688]. no need to update_ip_camera_show

Nov 2 22:03:35 remote_configured[1266]. heart beart timeout

Nov 2 22:03:36 remote_configured[1266] Receive Server Msg.cmd=0x8002,subcmd=0x0

Nov 2 22:03:36 remote_configured[1266]: original pkt crc [0xb8d2], cal pkt crc [0xb8d2]

Nov 2 22:03:36 remote_configured[1266]: heartbeat reply

Nov 2 22:03:40 dctd[12688]. >>>> upload_failed_records_main

Nov 2 22:03:40 dctd[12688]. complete sql is SELECT * FROM realtime WHERE DATETIME(capture_fime) < DATETIME('2019-11-02 21:24:28") AND DAT

Add: B 44 E = HAF144427-28 & Tel: 0592-6211782
www.top—iot.com Fax: 0592-6211727
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VPN
SR E=icH ppip
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F R 255.255.255.255
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DA 2h,51m,37s
3.2. E

YR CWET, RERMTREMSNESE. EEGTU T SRNRE. N
WEE. WIFT B (eI, Wi,

3.2.1.  WANE

WAN ¢ B 52 857 357 DHCP/ %84 1P/PPPoE/3G/LTE S . ik rp IR, Ad“ )
P e S DI, AR E A SRS 8, BAT DS EliERz .
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o DHCPZEFi% v

wEEEESEN? ([0 EEEE
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RS
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> VPN
-2 BSE® | AUTO
EE APN
1B
PIN
Brg
=55

TAIEEE ® PAP CHAP

o

AR HREY: FRAEMERAL, BRI EZNN, W MR RIARRE, W RFRERIME
APN: IZE 1) apn, ANFEHIEE A AR P apn, T E#F) 2 conet, W EIPGE Z 3gnet,
HE S ctnet. BTMRMESHE AL apn, E/RE, dZEmELE: Bikm
apn ZHAT VS HIEE R, AT @ m8dE I, X AME TN

BEEOLN, REBIASH, B&K A3 R AEN apn. #5185 A ZREE
(¥ APN 23, WL IS E F 451 APN 24T E
PIN: SIM -RHJ PIN i, W EALH], DL A R pmifl.
PAP/CHAP R P 44: LRI FEGAM 4, e RITEUAA.
PAP/CHAP ZfG: &WRif T 2 NBRS, Mo RIAT L=
MAEH ARG M R
WSS AE A E A RAF R T T 5.
WIERRE: WRAH P4, %65, HEREIERE. PAP &I SCAE, CHAP 2 Fil
UE. ZEARE IS E R 2R FE R AL, AR5 22 R

3.2.2. LANM

LAN [ B E B T B X 4 1 IP, DHCP RSS2 E H, LA/ 1P HubikyE .
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> Bf
WAN

LAN s
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ELEEN HARE &~ BRRE
RILEIZ T
> R
> VPN
> BHEE(N IPvaietit | 192.168.1.1
> B

: IPVAF RIS | 2552552550
1B

0 - LAN

BEEMSEEOEGER.

Y | BaSiteht

DNSiRS S 2

SR ST
IPv4 Hiht: FACE LAN ik,
IPv4 FRIHERG: LAN [IHbbik 136D .
IPv4 W3R 48T — Bk G

DHCPHRZ5 28
HARE
XHADHCP [ @ Z@mA#=MAIPHCP.
Fea 100 © MEHEHtRvERAS EthE,
ZPEH 150 0@ SXithSEHE.
HEARE  12h

© 1euHEmE, S5 (2n),

S<H DHCP: ‘4Ji% “%& Az 11 DHCP” G H] DHCP fIR45 .

Foh: SECH dhep MRF5EMEGAHNE, HLan 100, AR M 192. 168. 1. 100 FF4A 5L
ZFH: AT TR 1P Mk, ORI IR BN & P AR R I 250,

FEFRTE: ZrECH TP (B TR A
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3.2.3. &k

LR IR T T YR WIFT (0 SSID, TARMER, R0 2 %, RMHF BT e % %
FRAMEESH.

N B .

> R TR E

v iRE EAAE, BiFURETSNESSEREN
WAN

o EORE

EFgE

WFi246 ® =@ O =@
MIEEE(SSID) | top-iot_1122
HE 1 v
& 11g
e 2 N [— &

WiFi 2.4G:gidz” JHH “, JFJA WiFi Difg.

M4 (SSID) : LML 4.

fE1E: SCFF 1713 1518,

. H AT 802. 11b, 802. 11g. 802. 11b i#R HfEiAF] 11Mbps, 802. 11g AJ LIk
54Mbps.

R BULEEN, W@ EMARAEN, AeeiE L. BEE 8 M.

3.2.4. FELRIEMW

FE— LB SRR, AR 5 DL A SR W T 00 o A5 LRI 2 58 I 23 ) Doy 4 T 4
WL, WER BN, s EnER; A2l —BuiaE, WRIERERE L, SiafE
Bk, LLARIMZ LRI H. S NSHE LT
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> BE =3
- E&EN
i |
WAN EEEN © mE O 3@
LAN
FoeE FMEE  Ping
TEEEIEN
il TRMRSE | 14114114114
=z
» VPN RIFMERSSE | 202.96.199.133
- BIERIY ..
ESnwe
- BE
@tﬂ siakE 60 @
EREE © 58 o]
LW ESATE 10 @ o5

WA Hili 3 FF ping/traceroute/DNS =FHEMIJ5

Ping: ping &% ping — > IP BiE R4, ping BN ML

Traceroute: traceroute 225 BRERRE HIBRAT, WA LAEIIA H Kk, NRANTEL,
DNS: DNS filftfr— A, S el DUEST, MAHTEL.

HR: B ping, f#H traceroute AT 2 FLBFEL, DNS M &R, {HIE Y DNS
HEAF, FHELE, BELIEI. XS EH ping ZRE K.
FHRAWARSS A PSRN o5&, rTRLE 1P, tn] DU

R ARG 28 A0 AR AR 5545 JR I, DT DA 6 R I e 5% %

ERRE: RN, W] AR E .

EAREIRE: W9 ORI 2 5] I [0] (e

BRER: WR—-BEAEL, S B¢ SERERnEEERE.

T RICE S ] R 2 KN HAEL, SR

3.2.5. MK ishr

¥ ping/traceroute/dnslookup X =F 5 LB IZ W ; ping/traceroute ZEA] LA
A 1P, HTI2BRMN%EBAEL: nslookup T T — M4 .
il ping, Kl
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PR BT R EARAETT o

114.114.114.114 114.114.114.114 www.baidu.com
IPv4 v | Ping l Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

PING 114.114.114.114 (114.114.114.114): 56 data bytes

€4 bytes
€4 bytes
€4 bytes
€4 bytes
€4 bytes

from
from
from
from
from

114.114.114.114: seq=0 ttl=70 time=881.904 ms
114.114.114.114: seqg=1 ttl=72 time=88.259 ms
114.114.114.114: seg=2 ttl=86 time=96.134 ms
114.114.114.114: seg=3 ttl=92 time=88.011 ms
114.114.114.114: seqg=4 ttl=81 time=76.243 ms

--- 114.114.114.114 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 76.243/246.110/881.904 ms

miili traceroute, WI:

114.114.114.114 www.163.com www.baidu.com
IPv4 v Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6
traceroute

traceroute to www.163.com (27.148.151.214), 30 hops max, 38 byte packets
1w

2 10.170.8.46 55.546 ms

3 10.170.8.67 59.488 ms

4 10.170.8.68 55.376 ms

5 115.168.76.66 51.432 ms

6 118.84.189.217 59.402 ms

7 117.27.253.74 51.578 ms

9 *
10 *
11

ki

Rl nslookup, Un&l:

114.114.114.114

www.163.com www.baidu.com

IPv4 v Ping Traceroute Nslookup

Install iputils-traceroute6 for IPv6

traceroute
Server: 127.0.0.1
Address 1: 127.0.0.1 leccalhost
Name: www.baidu.com
Address 1: 14.215.177.38
Address 2: 14.215.177.37
Add: 177 34 R = AF144527-28 % Tel: 0592-6211782

www.top—iot.com Fax: 0592-6211727
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3.3. %%

A RN T BT KR s H AT MOWAN E1ER (1) TCP/UDP 3R A = gt g 4,

B WAN [ 25 B0 it o o SR AR BTG RE 1) TP, e AR U TBAT AR, 0 7 22
BT SR R T

3.3.1. DMZ EML

DMZ ZHEETT LAE WAN [ bbb B 5% LAN S5 — & E=01; BT 3] WAN Mk 568 452w %
F$5 B 1) LAN 35 E ML
2 B DMz
> RE BEoMzEH
v B2
DMZ=E#1

DMZ ® =@
wWER

4%

A

= pmimm

o B - -
IBISELX] wan: wan p-=

> VPN

> ENEE(Y

DMZEH, | 192.168.1.0
> B
1B

DMZ: EFETF)a i, J5 A DMZ Thig

DMZ FHL: Fi85E B LAN S — & EHLE 1P Huhk

3.3.2. WROBR

FHEE DMZ, 3 1 5 e SERE AmA P, AT DASE A AR B8 — i 11 AR 00t 0 e i 1) LAN S A
— G ML, W ASEBHEA R s D B F ) L
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DMZEH IROEA
wOs
BEHA B TR Eam 2
> VPN B
> BEE(N
> EE SRS
BH
RS
£ i SNEBREL  AhERmO] PRI w0
b @ Em

B FREXFMME LT, WU —ME R E T
Wl fi55E EEORII YL, 7T LA TCP, UDP, =# TCP/UDP.
ARG = i R AT I AR

I IP bk BEEEA AL 1P Hudik.

PIRR G 1 + i e A JE ) R S 1, — RO i 11 5 P S 2 —RE R, AT BUAS—HE

PCE S, sy “On” L, B — RN il ORI R, R

IS ves

3.3.3. EBEHN

AEAE RN AT DA FAT 07— 22 B0 1, PR 75 2T ARG R e A ARG EL U, A BATOF

80 v 11, ILHE ssh iR, WLFTH 22 g
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Frop-iot AR = 5 b 1T A AR T
= S5z p
> . RIS - S
> 8B EEANEY T ARAKIREEGRREE, fin: B ST ZERNEE. FIFARIWANESR.
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